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Near-ultrasound

It’s not “near-ultrasound”
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What can we do with it?



Application: Acoustic jammer



Application: Acoustic communication



Threat: Acoustic DOS attack
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Microphone working principle

Amplifier Filter ADC
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Exploiting amplifier non-linearity
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• Signal self-demodulation

• Piezoelectric ringing effect

• Carrier intermixing

• Spectrum inversion

• Carrier power allocation
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Hardware generalizability
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Communication performance

FM data packets
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More power can increase the distance
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Jamming performance



Takeaways

Specially designed inaudible sound can be 

recorded with unmodified microphone
1

It can make acoustic jammer possible and 

also can be a communication channel 
2

It also uncovers threats like acoustic 

Denial-of-Service attacks
3



Thank You

SyNRG group website: http://synrg.csl.illinois.edu 
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